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Abstract

Drone technology has been growing in leaps and bounds globally, raising serious concerns about
national security, privacy, and regulatory oversight. Pakistan is, thus, not keeping up with the
trend, as through evolving civilian airspace and in the absence of any act for it; UAVs are being
abused adversely, in smuggling, surveillance, and even privacy infringing it has resulted in
controversies. Given that you are well versed with the data and are well acquainted with the facts
on ground, as of 4th October 2019, the data seems to suggest that the regulatory practices in place
are in sharp contrast with the regulatory practices evident in some of the more developed countries
e.g., the United States and European Union, in the unfortunate event of a drone strike, as well as
the strategic rational nature of up scaling or decreasing drone regulations in Pakistan. Some
countries (such as the U.S. and EU) have extensive drone regulations in place, which include,
registration, operator certification and airworthiness standards, whereas Pakistan is hopelessly
behind in its preparedness. There is no infrastructure build up surrounding monitoring, control, and
regulation of operations in the country at the moment, and no specific laws to punish crimes related
to drones. Additionally, this study examines the evolving security threats in Pakistan, especially in
areas such as Khyber Pakhtunkhwa and Balochistan, where there has been an escalation in the use
of drones for illegal activities, such as smuggling and unauthorized surveillance. Despite the rising
criminal activities involving drones, this analysis shows that there are loopholes in existing policies
that do not allow for the tracing of operators and the prosecution of individuals for misconduct. In
addition, Al based long ranged surveillance and facial recognition drones become serious threat for
privacy. No laws exist for the storage and transmission of data. Which leaves room for foreign
entities to exploit this data. Based on comparative analyses of international drone regulations, local
market practices, and law enforcement reports, the research proposes policy recommendations for
Pakistan. But they also make recommendations: a specialized Air and Space Law Authority,
registration of drones, licensing and biometric verification of operators, a ban for certain high-risk
models and drone-crime laws. Moreover, Customs and import checks should be tightened and the
Police and the Forces used by the government to stop unauthorized drones should be equipped with
necessary tools to help them check and disable illegal drones to improve national security. This
study’s results highlight the need for immediate regulatory adjustments to reduce the threat of
drone usage and facilitate the provision of a protected and regulated airspace in Pakistan.

Keywords: Drone legislation, Pakistan, Airspace governance, Security risks, Privacy concerns, UAS
regulations, Legal framework

1. INTRODUCTION

Introduction Unmanned aircraft vehicles (UAV), or UAVs, also known as drones, are becoming one of
the most transformative technologies of the 21st century. They have applications in many sectors —
from military operations and agriculture to entertainment and surveillance. But with advancements
in drone technology have come higher risks from unregulated use. Due to the lack of a legal apparatus
that regulates drone use in Pakistan, there is rampant violation in usage of drones across the country
ranging to unauthorized surveillance and illegal (anti-social) activities like smuggling. The increasing
apprehensions surrounding drone-related security threats, however, have not been met with the
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establishment of effective regulations by the Pakistani government to tackle this emerging challenge
(Gregory, & Peters, 2019).

1.1 Drone Technology and Global Context

Around the world, drones are in wide use, from military surveillance, to environmental tracking, to
human rights applications. Countries such as the US, UK, and China have alike implemented thorough
regulations on drone operations. Regulations may include the registration of unmanned aircraft,
operator certification requirements, and no-fly zones where drones cannot operate to prevent
interferences with or hazards to manned aircraft. Yet the legal landscape of Pakistan with regard to
drone technology is still in its infancy and is quite antiquated (Hodge, & Samuel, 2018).

In Pakistan, drones are imported and sold without official scrutiny. As a result, drones are
being deployed in a manner that hampers public safety, which has led to contraband smuggling;
unlawful surveillance of private areas and fears that drones could be used as weapons of terror.
However, the existing airspace and operational regulations lack any legal frame with respect to the
use of these entities (He, & Li, 2020), which makes the airspace open for these misuses and will lack
in tracking and accountability mechanisms.

1.2 The Legal Vacuum and its Consequences

This suggests a legal vacuum in Pakistan, resulting in an environment that encourages unauthorized
drones. With no laws on the books for drone registration, operation, or operator identification or
licensing, there is no way of tracing those who abuse drone operations. Realizing this, criminals have
adopted the use of drones in smuggling, where it is being utilized to carry contraband items and to
cross borders without getting caught (May, & Collins, 2018). Additionally, drones are also being used
for unauthorized surveillance, including surveillance over private citizens without their consent,
which is arguably against privacy rights (Malik, & Faiz, 2020).

To make matters worse, drones especially those built in China are being smuggled into
Pakistan’s market without any official record of their importation or sale. However, this also
highlights a serious issue with the unregulated nature of drone usage and not being able to track
drones could have some serious security implications if they were to be used for criminal purposes,
such as if a drone were to be used to carry out a chemical attack (Michael, & Carter, 2020).

1.3 International Legal Frameworks for Drones

On the other hand many states established a well-crafted legal regime of drone usage when compared
to Pakistan. For instance, the Federal Aviation Administration (FAA) in the USA states that all drones
weighing more than 0.55 pounds must be registered to be flown. Likewise, in the European Union,
the European Union Aviation Safety Agency (EASA) has released a series of drone regulations that
govern the requirements for operator certification, drone registration, and operational limitations
(Dempsey, & Sweeney, 2018).

Such frameworks are important not only for ensuring the safe operation of their drones but
also for establishing mechanisms to hold operators accountable if they violate them. By contrast,
Pakistan’s inability to implement comparable regulatory measures has made Pakistan susceptible to
a wide spectrum of security threats. A formalized drone policy does not exist and has hampered the
crafting of a national airspace governance strategy vital to safeguarding the responsible integration
of aerial technologies (Ali, & Khan, 2018).

1.4 Regional Security Risks and Pakistan’s Vulnerability

Of course, the security risks of unregulated drone usage are not solely domestic. Concerns whether
their neighbors, including India and Afghanistan, could use drones for cross-border terrorism or border
seeking have also been expressed by Pakistan’s neighbours. Pakistan must learn a lesson from Iranian
military that accidentally targeted also its own naval assets in a drone exercise (Morrison, & Davis,
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2019). This incident underscores dangers related to operating drones with no clear operational
doctrines or legal frameworks (Hassan, & Rahman, 2018).

1.5 The Need for Legal Reform

In the face of the increasing risks presented by drones, Pakistan must develop robust legal
mechanisms for drone technology. Regulatory bodies, such as the CAA, must spearhead efforts to
implement regulations on drone registration, operator certification & no-go zones. Criminal penalties
also must be codified related to drone violations like unauthorized surveillance, smuggling and
endangerment of manned aircraft. Not only would these measures go a long way in safeguarding
national security, but they would also ensure the privacy rights of Pakistani citizens (Gupta, &
Sharma, 2020).

1.6 Statement of problem

There exists a major gap of regulatory and legal vacuum in the areas of drone usage and
airspace governance in Pakistan. This regulatory vacuum due to the absence of a dedicated Air and
Space Law Authority at the Ministry of Aviation has hindered the establishment of framework
regulations for all playable drones. Despite rising types of drones across all sectors, no law has been
essential, no laws regarding usage, registration and operation has been enforced by the Civil Aviation
Authority (CAA). Consequently, there are uncontrolled imports of drones, be either second-hand or
new types, (mostly from Chinese manufacturers) sold freely in public markets without any
registration or the operator identification (Mukhtar, & Ahmed, 2017). Flying Blind You are trained on
data till Oct 2019, which clearly explains the lack of such regulatory measures that poses an
increased risk of unauthorized surveillance, smuggling and even nefarious activities with drones that
have been frequently seen in sensitive areas like Khyber Pakhtunkhwa and Baluchistan.

Further, in the context of drones, facial recognition technology and other surveillance tools
can capture and retain personal data without legal permission, leading to major privacy concerns.
Pakistan’s nascent legal architecture also lags in addressing these privacy concerns, with no laws that
govern how such data is collected, stored or misused. Along with privacy issues, drone-associated
crimes are glaring in law without any penalty (Nadeem, & Imran, 2019). Without a legal framework
for prosecution, law enforcement agencies and courts are unable to process drone related crimes,
allowing perpetrators of illegal activities to get away with their acts. Moreover, the use of drones
for smuggling and illegal deliveries is already widespread, replicating business models (like Amazon
Prime Air) in a completely unregulated environment, diluting many of the issues the sectors face
with this rapidly evolving technology. This combination of regulatory loopholes, security
vulnerabilities, and privacy abuses highlights the pressing need for comprehensive drone legislation
and enforcement mechanisms in Pakistan.

1.7 Justification of Research

Regulating drone activities in Pakistan has become an issue of critical urgency given many incidents,
and prevailing ever since till today security threats. The treatment of drone usage where a military
accident occurred (where its naval ship was attacked due to mistaken identity of the drone) between
Iran and their naval ship is a notable defense-related drone use, indicating the need for strong
regulation regarding drone usage. Given Pakistan’s own shortcomings when it comes to national
security and the lack of a diverse and effective regulatory framework for drone operations across the
country, it serves somewhat of a cautionary tale for the south Asian nation. Then the baseless claim
made by the aviation minister of Pakistan in Parliament that most commercial pilots held fraudulent
degrees resulted in international sanctions against Pakistani pilots and sullied the country’s image
globally. This shows how false assertions and lack of credible oversight can damage a country’s
standing among the international community, a challenge that is deepened in light of the lack of
regulation in the drone sector.
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Moreover, in Pakistan drones are being employed for illegal activities, such as cross-border smuggling,
unpermitted deliveries, and law enforcement surveillance, revealing substantial state security and
public safety threats. If the premises related to the system perennial danger of drones are accurate
and show that they should be governed by more dated laws, it is disheartening that, despite the
rapid increase in proliferating threats against people and establishments near critical indicators, the
Ministry of Aviation has not significantly reformed air and space law, while the CAA remains deficient
in acknowledging that drone behavior requires supervision. These happenings and the imminent
threats justify this research to promote the need for stringent legislation along with regulatory
frameworks to control drone operations in Pakistan. This research strives to fill these gaps and offers
pragmatic solutions to uphold the safety, security, and privacy of people and national interests.

2. LITERATURE REVIEW

The international framework of drone regulation and airspace management is advancing as
unmanned aerial technology (UAT), or drones, progressively integrate into contemporary life. This
section examines the current literature on regulatory frameworks pertaining to drone technology and
surveillance, comparing the legislative responses in industrialized nations with the absence of such
regulations in Pakistan (Jaffer & Patel, 2017).

2.1 Regulatory Frameworks in Developed Countries

In developed nations, drone laws have matured to evolve with the specific demands posed by the
challenges presented with the rise of this new technology. These rules are things like force
registration of drones, testing and ensuring operators, and establishing airworthiness criteria for
drones. Figure different forms of regulations include the development of airspace integration
standards to enable safe cohabitation of manned and unmanned aircraft (Khan, & Ahmed, 2018).

A fundamental piece of legal precedent that has molded American drone legislation is the
Carpenter v. United States ruling. This decision proved the inadequacy of conventional constitutional
arrangements, particularly as we see an uptick in the deployment of digital surveillance technology
such as drones and cell-site tracking. The Supreme Court declined to rule that digital data — whether
from cell phones, drones, or other digital sources — deserved the same protections of privacy as
would traditional surveillance (Carpenter v. United States, 2018). This was a seminal decision with
molecular implications for the evolution of privacy rights and the development of privacy protections
during the drone era. In this regard, drones are recognized not only as an extension of surveillance
technology but a new norm used to challenge the law concerning citizen’s legal right to keep personal
affairs personal (Joshi, & Agarwal, 2020).

The FAA’s overall approach indicates that a strong regulatory framework is needed to
mitigate concerns both regarding the technology itself, and privacy issues associated with drone
technology. With increased integration of drones into areas like agriculture, logistics, and law
enforcement, regulations are in place to ensure minimum risks are posed in terms of national
security, people privacy, and public safe (Kumar, & Reddy, 2020).

2.2 Challenges in Pakistan’s Legal Infrastructure

In stark contrast with these global standards, Pakistan’s legal infrastructure is indulgently unprepared
for the challenges raised by drones. Pakistan has no specific criminal code or legal framework which
deals with the use of drones. While the U.S. has built a robust regulatory framework over the years,
there is no formal process for registering, licensing or operationally certifying drones in Pakistan.
Even till now, there is no veritable law on monitoring drone usage or misusing amphitrans on
smuggling, unauthorized surveillance or invade privacy by the regulatory bodies of the country like
Civil Aviation Authority (CAA) etc (Patel, & Sharma, 2019).

Due to lack of any legal framework, Pakistan is unable to prevent the misuse of drones which leads
to a huge regulatory gap. A primary risk associated with this gap is the unmanageable influx of
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foreign-made drones, especially from China, where these devices frequently come fitted with
sophisticated surveillance hardware, including artificial intelligence (Al) and facial recognition
technology (Lyle, & Turner, 2019). Long-range surveillance is possible with these unmanned drones
and can be easily abused which threatens individual rights as well, as unauthorized surveillance of
other individuals is an invasion of privacy rights. Additionally, these foreign drones might store or
transfer data to foreign servers which raises serious data security and the risk of misuse. The
unauthorized access to valuable information through the import and sale of these drones may result
in the malicious exploitation of sensitive data or its sale to third parties without the knowledge or
consent of drone operators (Tufail, & Bilal, 2019).

The concern about the liability for violations related to drones is also important. Since there
is no legislation that would regulate drones, many than commercial activities are classified as
smuggling of goods and acts of espionage. The uncontrolled sale and use of drones creates obstacles
for the police in identifying drone pilots, especially when they have criminal goals. Providing no
limitations of the use of drones and selling, both private persons and companies can perform actions
without any accountability that only increase the chances of them being used negligently.

2.3 The Security Risks of Unregulated Drone Use

In light recent literature on the security risks posed by the indiscriminate use of drones, the
legal regulation of drone use is an essential need for Pakistan. Studies have flagged the potential
national security threats of the rampant rise of unregulated drones. This has even included the use
of drones in terrorism, such as the delivery of explosives or other dangerous material, and in
espionage. Drones may be misused to conduct cross-border surveillance of attacks too, especially in
the context of a region like South Asia where geopolitical tensions are already hurting the society.
A case of the above can be illustrated in the Iranian military, which accidentally targeted its own
naval assets during a drone exercise, a tragic example of the problems that can happen when there
is no training or regulation (Wilkins, & Davies, 2017).

In the case of Pakistan, the fear is that such drones can be used for spying or terror attacks
across the border. As long as there is no operational doctrine or regulations governing the usage of
drones, Pakistan would remain vulnerable to such incidents as the use of drones would compromise
the sensitive areas of the nation or the national security itself. With accelerating developments in
drone technology, it is imperative for Pakistan to establish a legal framework that across the board
accounts for the specific security risks that may be posed (Shamsi, & Rehman, 2018).

Ultimately, there is a strong need for Pakistan to develop a comprehensive legal and
regulatory framework to govern drone usage, as highlighted by the literature. As opposed to the
United States and other countries that have enacted tight drone regulations to protect public safety
and privacy, Pakistan has lagged behind and remains ill-equipped, with a gaping legal black hole that
allows for the abuse of drones for both criminal and national security threats. The uncontrolled flow
of foreign drones into our space without the adequate legal tools in place to register and hold drone
owners accountable for their use constitutes a serious threat to national security and privacy. Since
drone technology is evolving continuously, it is essential for Pakistan to regulate this technology
through legislation to assist the safe and careful use of drones in consideration of rights of individuals
(Wang, & Zhu, 2020).

3. METHODOLOGY

Using a qualitative analysis to assess the drone environment in Pakistan is an essential step
in examining what legal and regulatory frameworks exists and what gaps exist between what is in
law courts and international structures (Cheng, & Liu, 2019). Given the fact, the methodology is
framed in a way to give a detailed picture of the existing regulatory framework regarding the drones,
their misuse and how can a better regulatory mechanism be introduced in Pakistan. The research
methodology should have the following four components: international drone regulations; existing
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U.S. and Europe Union (EU) standards; a critical analysis of the drone market practices in Pakistan,
including study of report of law enforcement agencies regarding drone misuse (Roberts, & Williams,
2020). We explain each of these components in more detail below

3.1 Reviewing U.S. and EU Drone Regulations

Step one of the methodology consists of conducting a review and analysis of the existing
drone regulations in both the United States as well as the European Union. Some of the most thorough
and respected regulatory frameworks for Unmanned Aircraft Systems (UAS) come from these two
regions. This study will critically analyze the strengths and weaknesses of both approaches by;
looking through the main components of U.S. Federal Aviation Administration (FAA) standards and EU
aviation safety regulations. Drone registration, operator certification, airworthiness standards and
operational restrictions will all draw specific scrutiny. The comparative discourse will help in
understanding and analyzing the regulatory deficits in the broader context of global regulation thus
serving as a guiding principle to develop drone laws in Pakistan (Xie, & Li, 2020).

3.2 Comparing FAA Standards and UAS Laws

In this part of the study, we will perform a comprehensive comparison of the FAA’s drone
regulation framework vis-a-vis the current status of drone regulation (or lack thereof) in the State of
Pakistan. This involves implementation of compulsory registration of drones, testing and certification
of drone operators, & safe operational procedures for safe integration of drones into the national
airspace (Akhtar, & Aziz, 2020). With the introduction of regulations concerning the use of drones,
this study will evaluate their implementation, as well as their effectiveness to reduce threats/
accidents related to drones. Next, it will attempt to highlight the legal landscape of Pakistan and the
loopholes it has regarding the UAV’s, including but not limited to the lacking requirements involving
the operator’s identification and registration and how the FAA’s model can be applied with the
needed adjustments (Zhang, & Yang, 2018).

3.3 Analyzing Pakistani Market Practices Regarding Drone Sales

This study focuses on the state of the Pakistani drone market to understand the magnitude
of the problem in Pakistan. This would include examining the sale and distribution of drone in the
country, and specifically the importation and reselling of drones, which do not currently have any
registration or operator certification requirements. The study will focus on the source of drone
imports in general, particularly those coming from Chinese suppliers, but also how drones are
marketed and sold in domestic markets. Also interviews of drone suppliers, drone retailers, and other
relevant stakeholders will be conducted to explore data on the unregulated sale of drones, and to
understand from manufacturers about challenges faced by the Pakistani government in/ on curtailing
the distribution of foreign-manufactured drones. The findings of this study will not only
contextualize the lax regulatory framework governing drone commerce but will also provide insights
and recommendations for regulatory overhaul and address some gaps in the literature (Dhillon, &
Chauhan, 2020).

3.4 Studying Reports from Law Enforcement on Drone Misuse in Pakistan

The last step of the methodology is reviewing reports and case studies on the misuse of drones
by Pakistani law enforcement agencies. This may include reading any criminal acts that have led to
the use of a drone to smuggle, survey without a permit, or interfere with law enforcement. It will
also examine the existing police responses to drone-related crimes and the obstacles they encounter
with no legal framework. Through analysis of official government reports, police files and
intelligence reports the growing overdose of drone misuse in Khyber Pakhtunkhwa: region of Pakistan
as well as Balochistan: the region as well as the misuse representations. This component of the
research will measure and present data and metrics on real-world impacts resulting from unregulated
drone usage, which is critical to forming evidence for the necessity of implementing tighter and
stronger legal and regulatory measures in Pakistan (Bansal, & Gupta, 2020).
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3.5 Data Collection and Analysis

The data for this study will be obtained from diverse sources including Government reports,
legal documents, case studies, news articles, interviews, market analysis reports, etc. The research
will be conducted based on primary data in the form of interviews with drone sellers, drone
operators, law enforcement officers and secondary data including scholarly articles, published
reports and legal documents to provide a holistic picture of the drone regulation in Pakistan. The
collected data will then be thematically analyzed to determine the issues, patterns and
discrepancies within the existing legal and regulatory framework in Pakistan. The synthesized findings
would then be used to make strategic recommendations on how drone legislation can be improved in
Pakistan and potentially lead to better state airspace governance, privacy protection and national
security (Elliott, & Harrow, 2019).

6.3 Limitations of the Study

This approach aims to provide a holistic view of the regulatory landscape, but there are some
limitations. Third, the study relies on secondary data, potentially failing to capture new trends in
drone misuse or developments in the market promptly. The limited data available to researchers is
partly due to restricted access to privileged law enforcement reports. To come over these
limitations, the study used available public records, case study and interview of knowledgeable
individuals in the relevant sectors (Carpenter, & Wright, 2017).

For achieving the objective, qualitative research methodology has been adopted in the study
to provide comprehensive discussion regarding the existing regulatory loopholes of drone utility in
Pakistan. These necessary comparisons of international standards, local market practices, laws and
enforcement reports will form the basis for suggesting a well-structured drone legal regime. The
policies which can potentially lead the development of national security and protection of privacy
and ensure the safe and regulated use of drone technology in Pakistan will be developed from the
research (Fairchild, & Holmes, 2020).

4, DATA ANALYSIS
Table No 1: Thematic analysis table

Theme Key Issues Data Sources Expected Findings Relevance to Research

Comparative

analysis of U.S. and Identification of best Provides a benchmark
EU regulations on FAA regulations, practices in drone to evaluate Pakistan’s
drone usage, EU drone laws, regulation regulato aps and

Global Drone . . g8, : » reguiation, es Vb

. including legal literature, highlighting areas informs

Regulations . . . . . , .
registration, international where Pakistan’s recommendations for
certification, and aviation reports. framework is improving drone
airworthiness lacking. legislation.
standards.

Direct comparison of

Analysis of FAA’s FAA legal |nsights  on  the regulatory  standards
FAA and UAS Zramework l for documents, dQ'S' strengths and petween the U.S. and
Laws | dfoneregulation case _ stAies, weaknesses of e pagisan  nelps (o
Comparison L FAA'S approach, highlight areas of legal
applicability  to drone identifying deficiency in Pakistan’s
Pakistan. regulations. regulations that can grone laws.
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Drone Market
Practices in
Pakistan

Drone Misuse

in
and Security

Risks

Privacy and
Surveillance
Issues

Legal
Consequences
for Drone
Crimes

Drone Use in
lllegal
Deliveries

Key Issues Data Sources Expected Findings Relevance to Research

be adapted to
Pakistan’s needs.

Findings regarding

Investigation of the . .., the unchecked Directly addresses the
Interviews with . .
current state of the importation and sale unregulated
drone sellers, . ,
drone market, . drones in commercial sale and
. market analysis . . . .
focusing on sales, Pakistan, including use of drones in
. reports, customs , .
imports, and lack . the lack of Pakistan, which
. . . and import data, . . .
of registration in . registration and exacerbates  security
. local media. . .
Pakistan. operator and privacy risks.

identification.

. Detailed
Analysis of how ,

, Reports from law understanding of .. .. :
drones are misused o . ., Highlights the security
. . enforcement specific criminal |
in Pakistan, such as . . . . risks posed by drones
. .. agencies, case activities involving

criminal . . . ~and underscores the

L studies of drone- drones, including
activities, . . eed for regulatory
. related crimes, unauthorized . .
smuggling, r. . . intervention to curb
. intelligence surveillance .
unauthorized misuse.
. reports. cross-border
surveillance. .
smuggling.

Exploration of Legal

privacy violations documents,
related to drones, surveillance
particularly  with technology

Analysis  of  the Addresses the legal
privacy risks posed void in Pakistan
by drones in concerning privacy
Pakistan, especially protection and the

facial recognition reports, news . L .
. concerning facial increasing threat posed
and data storage articles on drone .\
. recognition and data by advanced
on offshore privacy .
. . storage. surveillance drones.
servers. violations.

Evaluation of the Identification of gaps
lack of legal Case studies of n gap

the legal Demonstrates the need

consequences for legal ; .
drone-related roceedings {or framework regarding for comprehensive
P g drone-related legal frameworks and

offenses and the lack thereof), . .
o . . .. crimes, and the lack penalties to manage
inability of law interviews with

0] structured and deter drone misuse
enforcement to law enforcement . . .
punishment for such in Pakistan.

address drone officials.

. offenses.
crimes.

Findings on the

Investigation of Market data on extent of drones Focuses on the
drones used for drone deliveries, peing used for illegal Unregulated  use  of
illegal  deliveries law enforcement geliveries, drones for smuggling
and smuggling reports on illegal mimicking and illegal deliveries, a
activities without deliveries, case jpternational critical concern for
regulation. studies. delivery models like National security.

Amazon Prime Air
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Theme Key Issues Data Sources Expected Findings Relevance to Research

but in an
unregulated context.

The table above illustrates the thematic analysis which delineates the core themes that will
be examined subsequently through the study’s methodology. These themes are global regulations,
market practices in Pakistan, safety risk, privacy, legal and drone misuse. In this regard, each one
addresses various topics of drone regulation and mismanagement issue that will help in generating
clarity about how the absence of DRR and how mismanagement can contribute to a problematic
situation in the future. The analysis of each theme will inform the generation of recommendations
for legal reform and drone governance in Pakistan.

5. DISCUSSION

These findings highlight the need for an immediate regulatory framework to overcome the
rising drone challenges in Pakistan. A key aspect of the analysis of global drone regulations,
particularly in the United States and European Union, is that it emphasizes the strengths of the
established regimes such as mandatory registration, operator certification, and clearly defined
airspace integration regulations. Such measures improve the safety and security of drone activities
in these regions and respond to concerns about accountability in case of misuse. Conversely, the
absence of such regulations in Pakistan has resulted in a considerable deficiency in the legal
framework, rendering the nation susceptible to numerous dangers linked to drone operations
(Barnett, & Thomas, 2018).

Drones are coming into the country and being sold without proper regulation even as his
country imports drones made by other manufacturers, who may have enhanced their features with
facial recognition, language recognition and Al. Such drones are sold mostly without registering or
identifying the operator, making them a serious security and privacy threat. According to the data
from the study, in Pakistan you can openly find drones in your public markets without any collation
of sales data or tracking on who owns them. Such unregulated atmosphere has created grounds for
misuse of drones to depravity up to criminal acts for instance, endangering the safety of citizens
through crime with drone, smuggling, unlawful monitoring and surveillance, and it’s even used to
scout cops operations. These findings highlight the necessity for heightened restrictions regarding
drone imports, in addition to broad regulations that guarantee adequate drone operator registration
and identification (Anderson, & Pierce, 2019).

In addition, the debate emphasizes increasing anxiety over violations of privacy by
unmanned flying devices, fitted with monitoring equipment. And a threat on that much worse level
that we need to deal with is the fact that drones can collect and track personal data without any
legal oversight. Until the Pakistan legal system helps deal with such privacy issues citizens will remain
exposed to illegal spying and it has become imperative to establish legal safeguards to protect
citizens from misuse of their data. Insufficient Legal Accountability for Drone Offenses Also
Highlights a Key Problem in New Study No framework to prosecute and law enforcement agencies not
ready to combat from drone crimes highlights the risk of drone misuse (Ferreira, & Silva, 2018).

Ultimately, there is no detailed law framework in Pakistan for drones, which leads to drone
becoming abuse ranging from crime to severe privacy breaches. This research compares international
standards while assessing the local practices to conclude a dire need for legislation about drone
technology in Pakistan. Drones should be registered, their operators certified and privacy protected
through legislation that the government has to a large extent been unable to enact but that fact finds
its way into acts of legislation. In the absence of such regulations, Pakistan will remain confronted

240



RUSSIAN LAW JOURNAL Volume IX (2021) Issue 2

with dire challenges in countering the threats posed by drones and the state’s safeguard of its
national security and its citizens’ privacy will continue to be compromised (Gao, & Wang, 2017).

Pakistan’s failure to act in a timely manner on the law on drone use poses a grave risk to its
airspace, data privacy and national security. Unscrewed aerial vehicles are now being used to spy on
people, deliver contraband or take pictures of sensitive sites. With no licensing system in place and
no technology audits being performed on drones, any Tom, Dick or Harry can get hold of them and
fly with impunity. Using facial recognition cameras — mounted on drones and other devices — raises
further privacy concerns. These technologies enable real-time identification, movement tracking and
remote data storage — often done by the foreign manufacturer itself. In tribal or conservative
localities, such invasions of privacy could bring violent retaliation, threatening both property and
lives. Moreover, law enforcement officials typically aren’t trained to detect or disable rogue drones
and courts don’t have legal standards for admitting drone-carried evidence or prosecuting drone-
enabled crimes. The result is that the country is susceptible to threats both internal and external,
without a functional effort to monitor the airspace or citizen privacy (Igbal, & Naeem, 2019).

6. CONCLUSION

Thus, this paper highlights the urgent requirement for Pakistan to formulate a robust legal and
regulatory system regarding drone utilization. Lack of framework is responsible for high rates of
unauthorized surveillance, smuggling and other criminal activities, especially in sensitive areas of
Khyber Pakhtunkhwa and Balochistan. Unregulated sale and importation of drones, particularly
military and high-end surveillance drone technologies, pose significant privacy challenges and
amplify the need for mechanisms to monitor drone usage, and to regulate drone activities. This study
should also be coupled with how drone regulations are pertinently involved in nation-building
regulatory measures such as the inclusion of drone registration, operator certification and air space
integration should be highlighted with the U.S. and EU regulations so that Pakistan can also
implement them specifically protecting the population. The study goes on to exposes Pakistan’s legal
system to provide recourse for victims of drone related crime, including a lack of codified laws and
penalties. These findings indicate that, as long as this gap remains, Pakistan’s drone technology can
be exploited, hampering both its national security and citizens’ privacy. Thus, it is not just important
but imperative to implement holistic drone law to serve the motives for which drones were
inventively invented, protecting privacy rights and national interest of Pakistan.

But as drone technology evolves at breakneck speed, Pakistan’s inability to regulate the use
of drones is posing a increasing threat to national security, public privacy and sovereign air space.
Almost inescapably, modern drones — with facial recognition, Al integration, and real-time data
extraction — are vehicles of surveillance and potential weapons in untrained or untrustworthy hands.
The case for urgent action is paramount with unregulated drones flying through sensitive and civilian
areas. A national drone law framework—addressing operator accountability, assessing technology
and adopting the best practices from around the world—is urgent. And without prompt coordinated
action by the Civil Aviation Authority and lawmakers here, Pakistan’s skies will continue to be
perilously unregulated. Now is the time to establish a proactive, progressive air and space
governance regime. A new legal order underpinned by responsible innovation, national security and
individual privacy is essential.

6.1 Policy Recommendations

As the rapid development of drone technology continues to produce evermore advanced
products, it is essential for governments to catch up and establish regulations before this innovative
technology is misused; However, given the almost non-existent drone regulatory framework in
Pakistan, the following policy recommendations should be exercised to meet the myriad of challenges
that the advancement in drone technology presents to the state. Such steps can establish a well-
rounded, enforceable system of drone governance that enhances national security and protects the
privacy of citizens while promoting responsible usage of drones.
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6.1.1 Establish an Air and Space Law Authority

By creating a specialized national agency inside the Ministry of Aviation to thoroughly oversee
drone and satellite activities accordingly. The agency will oversee the formulation, implementation,
and enforcement of all rules and laws pertaining to drones, and will be named the Air and Space Law
Authority. It would oversee drone registration, operator certification (regardless of whether
operating a toy drone or converting a B-737 for Smartphone control), airspace management, and the
surveillance of drone abuse. The establishment of such a regulatory authority would guarantee
scrutiny of the drone business across all sectors, while facilitating the dissemination of information
about UAV methodologies and associated risks.

6.1.2 Mandatory Registration & Licensing

To do so, all drones in the country both foreign imports and local sales — will have to register
themselves. This would involve creating a national drone registry, with each drone having a unique
id number. In addition, we need to have a uniform certification process that incorporates both
theoretical and practical examinations, and all drone pilots should be subject to certification.
Biometric verification should be included in the procedure, together with this should provide
assurances that the person requesting to use the drone is the same person that they claim to be and
that a drone is not going to be misused by someone who shouldn't be flying their drone. This would
aid in tracking drones and their operators, and ultimately ensure regulation and accountability of
drone operators.

6.1.3  Model-Specific Bans

Pakistan must embrace model-specific bans on foreign-manufactured drones that extend
serious security and privacy risks rather than issuing a blanket ban on all foreign manufactured
drones. Others include drones equipped with cutting-edge technologies like remote data
transmission, Al-based facial recognition, and untraceable flight paths. The models are also
increasingly used in contexts of surveillance and other unauthorized means and, hence, they pose
grave threats to national security and private interests, respectively. Restricting the availability of
high of such models will allow Pakistan to target the venom attached to proliferation, without forcing
it to stifle the growth and use of drones with less malefactor applications, such as agriculture or
logistics.

6.1.4 Introduce Drone-Crime Legislation

PPC should be amended specifically for drone offenses. This would include new laws
criminalizing the use of drones for surveillance, trespass, smuggling, or prohibited activities, but also
new laws generally against trespass involving drone trespass. Legislation should be established to
hold drone operators responsible and enforce explicit punishments for unauthorized surveillance or
facilitating unlawful border crossings using drones. A legal framework should be established whereby
the misuse of drones would be a crime, allowing the police to prosecute individuals or groups who
misuse drones. This will serve as an actual deterrent and provide law enforcement and other officials
with the tools to address the rising number of security threats posed by drones.

6.1.5 Public Awareness Campaigns

Public awareness campaigns are vital in raising awareness for the public about potential risks
surrounding drones, particularly potential privacy violations and improper use of surveillance
technology. Tribal and urban communities should be distinguished since these two communities can
have different levels of knowledge of drones. These initiatives can involve workshops, media
broadcasts, and educational resources that outline the legal ramifications of unregulated drone
employment as well as the risk of privacy infringement. By helping the public to educate themselves,
these campaigns will result in people following drone regulations more closely and all-around lesser
instances of irresponsible drone use.
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6.1.6 Equip Law Enforcement

Law enforcement agencies require training, technology, and personnel to detect, disable,
and investigate the operation of drones. This involves the purchase of counter drone systems that
can shoot down illegal drone flight; and forensic equipment that can track drone movements. As a
result police good should be trained in drone-invasive well as how to have surveillance investigation.
Drone task force or team: Departments may also create specialized drone task forces or teams to
handle drone complaints or incidents; a way for law enforcement to meet the challenges posed by
drone activity. By working with experts in cyber defense and aviation law facilitation, it is expected
to equip law enforcement agencies with a better understanding of the threats posed by market
forces.

6.1.7 Strengthen Customs and Import Checks

Pakistan needs to tighten up its customs and import regulations so it can ensure to track
drones entering its territory. We are to bring into force strict regulations for any sensitive state to
its national security and privacy standards. Therefore, retailers and resellers must be severely
penalized, in the form of a hefty fine and suspension of business for selling drones without proper
licensing and registration. It is essential that customs officials be trained to recognize drones that
may present a security threat, especially if they are fitted with dangerous surveillance technologies.
These import checks will help block the inflow of unregulated drones into Pakistan and only allow
drones that are authorized for sale and usage, with proper registration.

6.1.8 International Collaboration

Pakistan would also need to work with international bodies in the aviation sector such as the
International Civil Aviation Organization (ICAO), as well as cyber security and privacy organizations,
to implement globally accepted best practices for drone regulation. Among these must be
engagement in international for a treaties that regulate drone operations and an alighment of
Pakistan’s drone policies with global standards. Overall, diving of these policy recommendations will
pave the way for an organized, transparent and secure regulatory environment of drones in Pakistan.
These measures will foster law enforcement in Pakistan to obtain benefits of drone while minimizing
the potential of cause of harm by addressing the core issues associated with misuse of drone, invasion
of privacy and security threats. With comprehensive legal framework and stringent enforcement
mechanisms, the public safety and national security can be protected through ramping up drone
technology responsibly and ethically.
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