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Abstract: Information and communication technology has made the world flat with no geographical
boundaries. Businesses across the world finding e-commerce convenient for selling products and
providing services. Businesses and transactions in the businesses always involve disputes. Law is
geographical boundary based which also limits jurisdiction of courts in resolving disputes. Thus,
territorial limitations are imposed on implementation of law and judicial power to decide disputes.
In business to business transactions, parties to the contract mutually plan, design and execute
contracts with the help of legal experts; hence, confusion with respect to applicable laws and
jurisdiction of courts in case of a dispute is less likely. However, in e-commerce consumer
transactions, consumers do not design, plan and execute contracts with the help of legal experts.
Therefore, it has always been an issue of concern about the applicable laws and courts jurisdiction
in the event of e-commerce transaction where a seller and a consumer may be in different
jurisdiction and sometimes may be in different country. This paper is an attempt to analyse the
Indian legislative and judicial approach with respect to jurisdiction in internet activities in general
and e-commerce in particular.
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1. INTRODUCTION

Historically, legal frameworks are designed keeping territorial boundaries in mind. When information
and communication technology encompassing all the activities of our life, businesses have been trying
their best to go digital in selling goods or providing services due to the ease brought forth by selling
goods and providing services in e-commerce. This e-commerce has brought many challenges in
consumer transactions, where deciding jurisdiction in case of dispute is one of them. The internet
has made the world flat without any geographical boundary. E-commerce is built on electronic
communication system that travels freely without any territorial boundary. E-commerce does not
recognise either jurisdictional or geographic boundaries. This nature of e-commerce creates a
challenge in determining jurisdiction of courts in case of a dispute between a consumer and an e-
trader.

2. LEGAL ISSUES AND CHALLENGES
Jurisdictional issue is primarily determined by courts in case of any dispute. A court must have
jurisdiction of both territorial and personal to decide a dispute. The traditional concept of territory
has been changed with the increase of e-commerce; therefore, determining jurisdiction has become
a problem. A contract concluded in e-commerce may not attract the traditional principles of
jurisdiction. For example, if P, from Mumbai chooses to download an e-book from an e-commerce
platform operates from Malaysia; yet, the server of the e-commerce platform is located in Thailand.
P pays through credit card. However, P is incapable to download the e-book due to the errors in the
platform. Now, P wants to sue the e-trader who is in Malaysia, but the server of the e-commerce
platform is in Thailand. Here the question arises: what is the place of resident of the defendant. In
e-commerce, a server stores the business including digital products. Hence, a question may arise
whether the place of server can be considered as a place of business for determining jurisdiction.
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Yet, a server acts as a medium of communication just like telephone or telex machine which are used
in offline commercial transaction. Further, an e-trader may use multiple servers for a single e-
commerce transaction. For example, one server may be used for hosting website, for receiving orders
and payments another server may be used and a third server may be used for storing and uploading
digital products. In addition, a server simply provides technical support which does not have authority
to make decisions, take responsibility or have autonomy.

Further, in case of an international e-commerce agreement, it is difficult to identify which law of
nations will be applicable to such agreement, the law of the nation of the buyer or the law of the
nation of the seller. In practice, law of the nation of the vendor is applied in order to bring court
proceedings against the vendor. Nevertheless, this practice results in serious inconveniences to
consumers. Some cross border e-traders specifically mention in their e-commerce agreements that,
though they operate in India, yet, laws of their own nation will govern them. Besides, prosecuting
e-traders in other countries is costly, challenging and also time consuming. The ability of the internet
to make a virtual global market has made the traditional geography based laws in India incompetent
to tackle the issues attached to the borderless nature of e-commerce transactions. It would not be
exaggerating to say that e-commerce reduces a state’s capability to safeguard its domestic consumers
and to regulate or control the goods or services which cross its geographical boundary.

The difficulty in locating an e-trader is another unique challenge of e-commerce. Home pages, e-
mail domains, electronic addresses of e-traders may not signify their geographical location. Hence,
determining jurisdiction in such a situation would be difficult. It has been observed that no
presumption can be made about the place of business of the e-trader merely relaying on the sole fact
that the domain name or email address of the e-trader is connected to a particular country.

Moreover, disputes or legal rights in e-commerce may not be limited to contractual disputes or rights.
Jurisdiction may be contractual and non-contractual. Non-contractual jurisdiction encompasses
jurisdiction to regulate an e-commerce platform as well as the e-trader, which also raises an issue of
concern for consumer protection. In addition, e-commerce site or app comes with “terms of service”
agreement, that is subject to their own local laws, thus, any transaction with such site or app would
bind a consumer to such agreement, and if any dispute arises, the consumer may have to resort to
the principles of “private international law”. However, application of the traditional principles of
jurisdiction in a borderless internet transaction has remained challenging for the courts.

The peculiarities of the internet and the anonymity in the internet as well as in e-commerce posed
difficulties in determining jurisdiction that resulted in creating puzzles in the minds of consumers.
Additionally, locating the geographical address of e-commerce platforms is a difficult task for a
consumer. Thus, due to the jurisdictional problems, despite many consumer issues have arisen in e-
commerce, only a small number of cases have been brought to consumer forums and courts. Further,
considering the nature of e-commerce, enforcement of judgments of courts and laws of one country
over the defendants in another country is problematic. In most of the cases (where the transaction
value is small), the costs of enforceability are more than the benefit derive.

Another issue with respect to dispute resolution and jurisdiction in e-commerce is the use of
arbitration clause in consumer contracts in e-commerce. It has been argued that dispute resolution
through arbitration is too costly for consumers. Further, in case of cross-border e-commerce
transactions, consumers would be confused with respect to the applicable laws governing the dispute,
as laws regulating e-commerce are substantially absent in many parts of the world.

Thus, the peculiar nature of e-commerce creates a challenge in determining jurisdiction of courts in

e-commerce disputes. In addition, the other major issues with respect to jurisdiction in e-commerce
are: use of jurisdictional clause and arbitration clause in consumer contracts; anonymity in e-
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commerce; difficulties in identifying the geographical location of e-traders; determination of
applicable law, jurisdiction in cross border e-commerce transactions; difficulties in enforcing
judgments or orders of courts or tribunals over foreign nationals in cross border e-commerce
transactions; and jurisdiction of authorities to regulate foreign e-commerce platforms as well as e-
traders.

3. JURISDICTION IN E-COMMERCE TRANSACTIONS AND THE LEGAL POSITION IN INDIA

In deciding jurisdiction of courts in contractual disputes, the place where the “cause of action”
has arisen plays an important role. The place where the contract is formed is considered as a place
where the part of “cause of action” has arisen. In case of non-instantaneous mode of communication,
a contract is formed at a place where acceptance of the offer is despatched. Whereas, in case of
instantaneous mode of communication, a contract is formed at a place where the acceptance of the
offer is received. Section 13 of the Information Technology Act, 2000 incorporates provisions to
identify the place of despatch and receiving of electronic communication, which helps in identifying
the place of formation of e-contact, and that decides the place of “cause of action” and jurisdiction
of courts. Section 13(3) of the Information Technology Act, 2000 reads as:

“(3) Save as otherwise agreed to between the originator and the addressee, an electronic record is
deemed to be despatched at the place where the originator has his place of business, and is deemed
to be received at the place where the addressee has his place of business.”

Further, section 13(5)(b) of the Information Technology Act, 2000 provides the following provision
which reads as:

“(5) For the purposes of this section,-

(a)
(b) if the originator or the addressee does not have a place of business, his usual place of residence
shall be deemed to be the place of business;”

Hence, in applying the principles of section 13 of the Information Technology Act, 2001 and the
principles of contract law, it may be concluded that in e-commerce, a contract is formed at the place
of business or the place of residence of a consumer, the place where the consumer receives
acceptance to his offer in e-commerce. Thus, “cause of action” partly arises at the place of business
or residence of the consumer (where the consumer makes the offer and the e-trader accepts that
offer), in the event of any consumer dispute in e-commerce. Therefore, by virtue of the provisions
of section 13 of the Information Technology Act, 2000 principles of contract law and rules of “cause
of action”, consumer may knock the door of the court having territorial jurisdiction over his place of
business or residence. However, the provisions under section 13 of the Information Technology Act,
2000 are subject to the contract between the parties, which gives an upper hand to the e-trader to
override the default rules laid down in section 13 of the Information Technology Act, 2000.

So far as exercising jurisdiction over foreign e-traders is concerned, the Information Technology Act,
2000 provides for extra territorial application of the Act. Section 75 of the Information Technology
Act, 2000 expands its applicability outside the country. Section 75 of the Act reads as:

“Act to apply for offences or contravention committed outside India.—(1) Subject to the provisions
of sub-section (2), the provisions of this Act shall apply also to any offence or contravention
committed outside India by any person irrespective of his nationality.

(2) For the purposes of sub-section (1), this Act shall apply to an offence or contravention
committed outside India by any person if the act or conduct constituting the offence or contravention
involves a computer, computer system or computer network located in India.”
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However, it has been observed that the above provision is applicable with respect to the offences
and contraventions as provided under the Information Technology Act, 2000. Since the Information
Technology Act, 2000 is an industry-based law, hence it apparently does not address the issues of
local consumer grievances. Secondly, whether the authority established under the Information
Technology Act, 2000 would have power over foreign e-traders who enter into contract with
consumers over the internet is not clear under the existing provisions of the Information Technology
Act,2000. Further, presuming the e-traders would be bound by the authority, yet, foreign e-traders
may simply ignore such authority.’ It has been argued that the extraterritorial application of the
Information Technology Act is “only self-claimed”. This provision of the Information Technology Act,
2000 cannot compel foreign courts to enforce judgments passed by Indian courts on the basis of the
provisions laid down in the Information Technology Act, 2000.%

The Delhi High Court in Banyan Tree Holding (P) Limited v A Murali Krishna Reddy' has dealt with the
issue with respect to the jurisdiction of the civil court involving internet related disputes. In this
case, the plaintiff was a company having registered office at Singapore, involved in hospitality
business and used the word mark “Banyan Tree”. The company maintained two websites,
www.banyantree.com and www.banayantreespa.com. Both the websites of the plaintiff are
accessible from India. The defendant was a company having office at Hyderabad. The defendant had
started a project under the name “Banyan Tree Retreat”, which the defendant had advertised on its
website www.makproject.com/banyantree. The plaintiff filed the suit for passing off or infringement
of trade mark of the plaintiff, and requested the court to issue an injunction against the defendant.
With respect to the jurisdiction of the court under section 20 of the Civil Procedure Code, 1908 to
entertain the claim, the plaintiff argued that the defendant has its presence in Delhi through its
website www.makprojects.com/banyantree.htm. The plaintiff also contended that the defendant’s
website was not a passive website. Apart from giving contact information through its interactive
website, the defendant’s website also sought inputs and feedback from customers. Moreover, the
defendant also offered its services to customers in Delhi. In addition, due to the universality and
ubiquity nature of the internet and World Wide Web and its utility features, the cause of action arose
within the jurisdiction of Delhi High Court.

The single judge of the Delhi High Court made a referral order to the double judge bench on the issue
of jurisdiction. The division bench had referred several cases from the USA, Canada, the United
Kingdom and Australia. The division bench has also analysed various tests, such as, “Purposeful
Availment Test”", “Zippo Sliding Scale Test”Y, “Effects Test”Y, “Real and Substantial Connection
Test” 1. The bench observed that:

“Having surveyed the law as it has developed in different jurisdictions, this Court is of the view that
the essential principles developed as part of the common law can be adopted without difficulty by
our courts in determining whether the forum court has jurisdiction where the alleged breach is
related to an activity on the internet. At the outset, this Court does not subscribe to the view that
the mere accessibility of the Defendants website in Delhi would enable this court to exercise
jurisdiction. A passive website, with no intention to specifically target audiences outside the State
where the host of the website is located, cannot vest the forum court with jurisdiction.

This Court hold that jurisdiction of the forum court does not get attracted merely on the basis of
interactivity of the website which is accessible in the forum state. The degree of interactivity apart,
the nature of activity permissible and whether it results in a commercial transaction has to be
examined. For the ‘effect’ test to apply, the plaintiff must necessarily plead and show prima facie
that the specific targeting of the forum state by the defendant resulted in an injury or harm to the
plaintiff within the forum state. Secondly, to show that an injurious effect has been felt by plaintiff
it would have to be shown that viewers in the forum state were specifically targeted. Therefore, the
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‘effect’ test would have to be applied in conjunction with the ‘sliding scale’ test to determine if the
forum court has jurisdiction to try a suit concerning internet based disputes.

This Court is hold that in order to prima facie establish that the Defendant purposefully availed of
the jurisdiction of this court, the plaintiff would have to show that the Defendant engaged in some
commercial activity in the Forum State by targeting its website specifically at customers within that
state. It is consistent with the application of the ‘tighter’ version of the ‘effects’ test which is
‘targeting’. A mere hosting of website which can be accessible from anyone from within the
jurisdiction of the court is not sufficient for this purpose. Also a mere posting of an advertisement by
the Defendant depicting its mark on a passive website which does not enable the Defendant to enter
into any commercial transaction with the viewer in the forum state cannot satisfy the requirement
of giving rise to a cause of action in the forum state. Even an interactive website, which is not shown
to be specifically targeted at viewers at the forum state for commercial transaction, will not result
in the court of the Forum State having jurisdiction. In sum, for the purposes of Section 20(c) CPC, in
order to show that some part of cause of action has arisen in the forum state by the use of internet
by the defendant, the plaintiff will have to show prima facie that the website, whether
euphemistically termed as ‘passive plus’ or ‘interactive’, was specifically targeted at viewers in the
forum state for commercial transaction. The plaintiff would have to plead this and produce material
to prima facie show that some commercial transaction using website was entered into by the
Defendant with the user of its website within the forum state and that the specific targeting of the
forum state by the Defendant resulted in an injury or harm to the plaintiff within the forum state.”\

With respect to the issue, whether through any “trap orders” or “trap transactions” plaintiff can
establish a prima facie case, the division bench observed:

“The commercial transaction entered into by the defendant with an internet user located within the
jurisdiction of the forum court cannot possibly be a solitary trap transaction since that would not be
an instance of ‘purposeful’ availment by the Defendant. It would have to be a real commercial
transaction that the Defendant has with someone not set up by the plaintiff itself. If the only evidence
is in the form of a series of trap transaction, they have to be shown as having been obtained using
fair means. The plaintiff seeking to establish jurisdiction on the basis of such trap transactions would
have to aver unambiguously in the plaint, and also place along with it supporting material, to prima
facie show that the trap transactions relied upon satisfy the above test.”

Hence, the observation of the Court in this case reveals that mere accessibility of e-commerce
website from a particular place does not confer jurisdiction on the courts of that place.* However, it
may be noted that in between the active and passive websites, there are websites which are neither
fully active nor fully passive, where websites facilitate users to exchange information. Hence, based
on the commercial nature of exchange of information and the level of interaction, it is for the court
to declare jurisdiction.*

Apart from the above provisions, courts in India may also follow the Principles of International Law
in order to exercise jurisdiction over foreign websites. The following are the four principles

recognised as principle of International Law for deciding jurisdiction:*!

Passive personality test: As per this theory, any act in foreign nation which is harmful to the national
of the forum state, the foreign national may be punished for such act.

Protective principle: According to this principle, if the act of aliens, which is done from abroad affects
security of the state, the state can assume jurisdiction over aliens.
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Extra territoriality principle: As per this principle, if the acts occurring abroad have effect within the
forum state, the courts in the forum state can interfere with the acts occurring in foreign state.

Universal principle: According to this principle, it is a matter of international public policy to suppress
any criminal activities like trafficking, hijacking. Therefore, exercising jurisdiction in such cases is
justified.

In civil matters, it has been recognised that by the agreement between the parties, parties may
determine applicable law and jurisdiction. Yet, in the absence of such terms in the contract, the
jurisdiction can be decided on the basis of following objective principles:

Place of business or habitual residence of the person who has to perform the contract.
For the performance of the contract, the place where necessary step was taken.
Place where an invitation to enter into contract or an advertisement was received.
Place where an agency or a branch is located.

However, in case of consumer contract, it has been recognised that mandatory rules of national law
shall apply irrespective of the choice of law.*"

4, CONCLUSION

Thus, in an internet dispute, each party, service providers may come from different jurisdictions and
the effect of its transaction might be felt altogether in a different jurisdiction; therefore, it is
justifiable for the state to assume jurisdiction over the internet based disputes. The internet allows
everyone to deal with the people of every country in the world. Even without soliciting any customer
in any state, simply with a website, one can receive order for illegal goods, bets for any prohibited
services or behavior from any jurisdiction. Due to the pervasiveness of the internet, without really
trying, it may be literally everywhere. Thus, without accepting the burden of being held liable
wherever they do business, one cannot take the benefit of the convenience of the internet.* Though
in absence of specific provision in the Information Technology Act, 2000 the Delhi High Court in
Banyan Tree*' case tried to evolve principles to determine jurisdiction of the court in the internet
related activities, however, the following issues remain unanswered: (a) the issues with respect to
jurisdiction to regulate foreign e-commerce platforms doing businesses in India; (b) use of legality of
jurisdiction exclusion clause or choice of law clause (by foreign e-traders) in e-commerce consumer
contracts; (c) the issue with respect to anonymity in internet resulting in lack of clarity pertaining to
geographical location of e-commerce platforms; (d) the issue of enforcement of Indian court’s
judgment in foreign nation.

Thus, the Indian legal position is ambiguous and unclear without any specific principle for the court
with respect to the jurisdiction of courts in e-commerce. Hence, concrete principles are needed to

determine jurisdiction of Indian courts in the virtual world. ™"
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